BSG Key Management System
for the E-Clip and the E-Dock

Key Management System (KMS)

The BSG Key Management System (KMS) is the central platformm for managing
encryption keys used by the E-Clip and E-Dock. It enables users to securely load, change,
and store encryption keys while maintaining on-premises full control. The KMS also
decrypts secure PLI (Position Location Information) data and delivers it directly to your

Common Operating Picture (COP) for seamless, secure situational awareness.

The E-Clip

The E-Clip is an encryption
device which attaches to the
bottom of the Iridium
Extreme 9575. The E-Clip is
designed to enhance secure
communication and tracking
for the Iridium Extreme®
satellite phone.
o Lightweight and portable
e User managed AES-256
encryption
« Point-to-Point voice
(telephony)
communications
« Protected Tracking
(Position Information
Location/PLlI)
e BSG Platform for key
management, data base,
and decryption
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The E-Dock ‘

The E-Dock is an encryption
device which attaches to the
bottom of the Iridium
Extreme 9575. The E-Dock is
designed to enhance secure
communication for the
Iridium Extreme® satellite
phone.

e Features an external
antenna ideal for indoor,
vehicle, or vessels

¢ User managed AES-256
encryption

« Point-to-Point voice
(telephony)
communications

¢ BSG Platform for key
management, data base,
and decryption
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KMS Features

Full User Control

¢ On-premises solution

e No third-party oversight or access

¢ Complete control over key groups creation, and
updates.

Advanced Key Group
Management

Generate AES-256 key

Create and edit key groups instantly and easy.
Assign devices to key groups in seconds.

Configure advanced features per device such as
setting the tracking intervals, disabling the LEDs,
etc.

Easy-Look Up

e Locate devices quickly by serial number or assigned
key group or IMEI for easy management of the
devices.

Automatic Device
Detection

¢ Automatically detects firmware version and device
serial number upon connection.

About Us

Black Saber Group (BSG), headquartered in Tampa,
Florida, is a reseller of Iridium services and products and
manufactures new devices that use the Iridium Satellite
Network. Our personnel have decades of experience
working with the U.S. Government, Non-Government
Organizations (NGOs), Small to Large Industries, and
Foreign Governments in identifying solutions for
requirements.

Secure Firmware
updates and Key Upload

e Direct USB-C connection for secure updates and
key uploads.

Multi-level Admin Access

e Super-Admin has full system oversight and
configuration access.

¢ Key Managers provision the devices by assignment
them to key groups.

Flexible Key Input
Options

e Enter your own encryption key manually, OR use
the built-in Random Key Generator for secure and
instant key creation

Flexible Integration with
many COP Systems

e Configurable APl to communicate with different
COP (Common Operating Picture) systems whether
you are using WIinTAK or other systems.
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